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GDPR-Compliant Hashing
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Cryptographic hash functions

• Serve as digital fingerprints

• Virtually unique

• Fixed length (e.g. 32 bytes)

• For digital objects of any size

Demo 2

http://onlinemd5.com/
https://tools.keycdn.com/sha256-online-generator
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Use Cases for Cryptographic Hash Functions

• Validate external documents

• Time-stamping

• Proof of Existence

• Basic functionality for cryptography and DLT

The wrong use of hash functions can lead to the 
identification of data subjects!
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Adding Salt and Pepper to Hashes

• Ensuring enough entropy

• Making guessing really hard

• Can prevent rainbow table attacks

• Can prevent parallel attacks
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Kryptographic Hashing – GDPR-Compliant
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Kryptographic Hashing – not GDPR-Compliant

has diploma
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How to Hash Data
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How to Hash Data
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How to Hash Data
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How to Hash Data
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Test: Can you Derive Personal Data from the Blockchain?

Does the blockchain disclose personal data?

What if

• somebody knows one transaction, can she see further 
transactions of the same person?

• somebody knows part of a transaction, can she see 
further details?

• somebody knows personal details of a person, can she 
discover information about the person’s activity? 
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https://erbguth.ch/QuickCheck


